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About

QuBit Conference is an annual cyber security " THE LEADING
event gathering all levels of security

professionals, industry experts, academics and ~ COMMUNITY
government officials. All of them help create '

QuBit the Central European hub forthe growth | EVENT FOR
of new cybersecurity ideas and the pointwhere = CYBER

the East and the West meet.

SECURITY
QuBit offers the unique opportunity to gain
valuable insight into multiple facetsand aspects ‘_ INDUSTRY.
of ever-expanding crucial modern-

day fields such as cyber security, data breaches,
loT, cybersecurity legistation and many more.

The main aim of QuBIt is to create a community
spirit providing space for knowledge sharing.
Connect with QuBit Conference today and
explore the latest innovations and ideas that are
carving tomorrow's industry landscape.

2 PARALLEL 225+

STREAMS ATTENDEES

www.qubitconference.com | info@qubitconference.com | +421 915 801 169



QuBit Conference 2017

of participants would would like to attend
recommend QuBit to their QuBiIt next year
colleagues

"Great Community event.”

"Great conference! I will

come next year for sure.”

"Interesting topics with reputable
and skilled speakers.”

www.qubitconference.com | info@qubitconference.com | +421 915 801 169



Speaking

Ivan Makatura | SK
Senior Security
Consultant, IBM

HEAD OF SPEAKING BUREAU QUBIT 2018

Ivan is the member of IBM Security Services team in the role of Senior
security consultant, focused on Information Security, Regulatory, Personal
Data Protection, Risk and Compliance management. Ivan is skilled security
manager with more than 13 years of experience as Chief Security Officer in
banks, he has overall over 26 years of experience in enterprise IT, specialized
to Information Security Management Systems, IT Service Management
Systems and IT Risk Management processes.

@uBit

Conference

Roman Cupka | SK Andrea Kropa¢ova | CZ Peter Kosinar | SK  Marek Zeman | SK

Regional Country
Manager
SEE | Flowmon

Roman has a more than 10
years experiences in ICT market
with main focus on networks,
ICT infrastructure technologies,
information & cyber security
and business intelligence. In
few last years he has been
focusing on Flowmon
technologies that bring new
dimensions in the field of
Artificial Intelligence and
Machine Learning based
security for sophisticated
threats real-time detection and
respond.

Security Senior Virus CISO | Tatra Banka

Advisor | CESNET Researcher | ESET

Andrea is a network Peteris one of ESET's core Marek Zeman has over 15
administrator, manager of developers in detection years of experience in IT
network services and technology. He focuses on security. He also works on
occasional programmer. She detailed investigation of cases introducing new technologies
assembled thefirst CSIRT team of particular interest, crime into banking environment. In
inthe Czech Repubilic officially attribution and subsequent IT security he focuses on
recognised by the worldwide interaction with law database security, behavioral
security community. Andrea enforcement. He frequently metrics, analysis, evaluation
also initiated the establishment participates and speaks at and correlation of non-

of FLAB, Forensic Laboratory, in security-related events. Peter structured data. He raises
CESNET which today also holds regular lectures for security awarness by giving
represents one of the security students of computer science lectures.

expert unitsin CESNET. at both high-schooland

university levels

www.qubitconference.com | info@qubitconference.com | +421 915 801 169
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BECOME A MEMBER
OF QUBIT CYBER
COMMUNITY!

COUNTRIES COVERED

QuBit Conference 2017 gathered
more than 175 cyber security
professionals from 21 countries

INDUSTRY SPLIT

IT/ Computer SW, Financial Services, Oil &
Energy, Telecommunications, Government,
Legal Services, Accounting, Universities

JOB POSITIONS

CISOs, CTOs, ClOs, CSOs, Risk and
Compliance Consultants, Directors and
Managers, Risk Managers, E-Discovery
Lawyers, Incident Responders, ...

www.qubitconference.com | info@qubitconference.com | +421 915 801 169
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CYBER HANDS-ON
EXPERTS EXPERIENCE

EARN 9 CPE
CREDITS
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Probably all of you have heard about HTTPS, SSL, TLS.
Probably some of you have heard about AES, PGP (GPG),
Kerberos, OpenVPN, Diffie-Hellman... Have you ever been
wondered why we are encouraged to use this crypto-stuff,
how it works, how and why it protects our privacy? And
what are the consequences when we do not pay enough
attention to the correct configuration of this crypto-stuff?

During this training we start with little bit theory about
cryptography, but most of the time we will spent by practical

hands-on with configuring the most commonly used services,

mostly on Linux.

After this training, participants should be able to setup
and secure their own services. They can expect hands-on
with the following:

- enable the https on web servers and how to achieve A or A+
rank in the well-known Qualys ssltest

- secure the mail servers and SSH servers

- use VPN for secure connection between devices at
various geographical locations

- send and receive encrypted e-mails, manage public keys of
your contacts and use the benefits of the web of trust

- manage own certification authority

- understand the pros and cons of some ciphers and protocols

- be familiar with various attacks on weak ciphers and protocols
and how to defend them

PREREQUISITES

- should be familiar with Linux command-line
- Linux laptop with at least 6GB of RAM, 20 GB

of free space on HDD/SSD and installed
VirtualBox (64-bit edition)

TRAINER

Ladislav Bac¢o
System Engineer,

CSIRT.SK

TARGET AUDIENCE

Administrators of Linux and
Windows servers
Software developers

and enthusiasts with
technical skills

The workshop is limited to
20 participants!
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Enough of theory! A workshop that will guide you step-by-step
through the implementation of GDPR within a model company.

17 April 2018 | PRAGUE

s i | == -
' | |

JENF =TS

e ——

INER

TRA

The workshop will guide you through the implementation
process of new legislation in protection of personal data (the Mgr. Tatiana Valentova
Data Protection Regulation, the new Personal Data Protection
Act) on an example of a model company processing personal Chief Inspector of the Office for
data under standard (the most common) circumstances. The Personal Data Protection of the
time schedule for individual phases will be included. Slovak Republic

[ The workshop will also focus on legal and data analysis. The
identification and typology processing actions (information
systems); data analysis methodology, identification of = !
processing operations and processing tools; mapping of ;
personal data life cycle within particular information systems;
and metadata will be discussed.

|
TARGET AUDIENCE iz
Company owners, directors, internal
corporate lawyers, and management
who are involved in deciding on legal
e analysis of the impact of processing operation on the and technical solutions to protect
rights of persons involved (not only) personal data and align
« identification of areas that do not follow the new legislation RUEIRUIGRAVICIIaCToIREETe[VETelglN
e process of creating a “risk map”
e methodology of proposing effective measures and their
implementation
e clarification of applying a suitable legal framework
e approach to the proportionality test aiming at evaluating
the appropriateness of processing operations and their
impact on the rights of persons involved
e procedure of purpose compatibility test

The workshop will cover:

The workshop is limited to
20 participants!




SOLUTION CENTER

CYBER LAB DEMONSTRATIONS: DIFFERENT
APPROACHES TO EVERYDAY SECURITY CHALLENGES

5TH QUBIT CONFERENCE AD-IN EVENT

Solution Center provides you with a unique opportunity to engage with the conference
attendees and present your original know-how on specific issues CISOs and IT security
managers face on a daily basis.

We make it easier for you - solution center gives Showcase within the friendly atmosphere
you the opportunity to present your solutions by remember QuBit is established as non-
demonstrating your approach. Usually its done vendor event. Do not push, just open the
on a first or second meeting with your potential door for your future clients.

client.

00 000000O0OCBOCOEOEOOEONOSNOSOO
The CyberArk Core Privileged Account Security Solution is the industry’s most complete

solution for protecting, controlling, and monitoring privileged accounts across on-premises, c CYBE RARK®
cloud, and hybrid infrastructure. It is designed from the ground up for security.

Energy Logserver is an innovative solution for centralizing IT events. Energy Logserver
energy gives you an immediate overview of your logs, their analysis and reporting — the scale

doesn’t matter. Energy Logserver is an immediate response to the huge demand for
storage and analysis of large amounts of data from IT systems.

Excello introduces Botnet detection in email using clustering of content and behavioral
analysis of sender. Short talk explains how we do use the clustering of content and behavioral EX {: TELLO
analysis of sender to detect botnets in realtime.

Flowmon Networks will present network traffic monitoring and anomaly detection

system Flowmon on various scenarios that IT managers and security specialists face on
—= Flowmon ksl cenario R EI SRy SO
daily basis. Presented scenarios will include detection of indicators of compromise,
DDoS attacks or collection of forensics evidence.

| N | Driving Metwork Visibility

Forcepoint delivers security driven by the Human Point — a focus on the people who create, touch

and move data. Focus on your people for visibility to the data they create and the applications they IT

use. ldentify user risk based on both human behavior and machine logs. By focusing on people, FORCEPOINT
stop data loss by applying the appropriate control based on user risk and value of the data.

technologies is growing rapidly, human resources are limited and security threats have
both a legislative and a technical level. We would like to present a modular and secure

I X p E RTA solution that can meet the needs of a wide range of deployments.

x IXPERTA will present a secure hypercube platform. The complexity of datacenter

SANDS will present Splunk® technology based on Big Data concept. Applications such as ‘ P 4

Splunk Enterprise Security are helping to optimize operation costs and overall effectiveness. ‘ SerV| ce
Together with Machine Learning toolkit it represents an innovative approach solving most & S u Ol‘t
problematic topics in the field of Dev/Security/Operations. pp

Soitron will introduce Soitron Security Sensor to help you quickly and easily

*
SO I T RO N detect any security threats and weaknesses in your infrastructure. How effective
are security solutions? Can we detect their incorrect configuration? What's going

on in the gray zone of our infrastructure?
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Conference DAY 1 I APRIL 18
TRACK A

8:00 - 8:50 Registration
9:00 - 9:10 Conference opening

Opening Keynote VISIONARY PRESENTATION
9:10 - 9:25
Special Guest

9:25-10:10 Lightning Talks - SOLUTION CENTER OPENING

ATTACK ATTRIBUTION AND FALSE FLAGS PRESENTATION

Public attribution of attacks to particular attackers or specific countries has become a lot more popular lately. Our presentation is

iBLERDIELE going to look at the variety of indicators which can be used for correlating incidents not just from the defender’s perspective (how
confident can we claim thiese two pieces were created by the same attacker), but also from the attacker’s point of view — how difficult
would it be for even a moderately skilled attacker to emulate the tools, and procedures of others based solely on publicly available
information about previous attacks and thus produce false flags to mislead leading to misattribution.

10:55 - 11:15 Coffee Break

QUANTUM KEY DISTRIBUTION - VIEWS FROM THE FIELD PRESENTATION

11:15-11:45 What is Quantum Key Distribution? What is required in order to integrate it into real world telecommunication networks? What

are the challenges that remain to be solved, and what are the prospects?

NEURAL NETWORKS AND CHALLENGES IN DETECTION MALICIOUS DNS TRAFFIC PRESENTATION

11:45 -12:30 Speaker will present fresh results of almost year lasting research in the area of detecting threats in DNS traffic.

BALKAN SCRIPT KIDDIES PRESENTATION

Could we dare to call our computer users/costumers script kiddies who lack the knowledge to use their ICT solutions and giving

12:30 - 13:00 the real script kiddies a good chance to brake into their systems without relevant IT expertise? Taking a glimpse of security
mindset of Balkan nation since visitors to www.ucionica.net portal are people just like most to whom you provide your security
solutions to (SME). Also using the term script kiddies in regard to entrepreneurs and in what way could we arise the security
awareness before the cyber security incident takes its place

EXECUTIVE’S VIEW ON CYBER RESILIENCE PANEL DISCUSSION

Executives are being asked by boards to conduct assessments of the cyber maturity of their organizations. Learn what the C-
level suite executives have in mind from their vantage point when the cyber discussion enters the board room.
14:00 - 14:45
Moderator: Peter Beres | SOPHISTIT
Speakers: Ondrej Krehel | LIFARS
Charles Tango | ALTRIA
0O'Shea Bowens | Novartis

COGNITIVE ANALYTICS FOR REAL-WORLD SECURITY THREATS PRESENTATION

14:45 - 15:30 The goal of this lab is to foster innovative research in the application of cognitive analytics for the anticipation/detection of real

world security threats like civil unrests, manipulation of political elections, etc.

15:30 - 15:45 Coffee Break

IT WILL KNOW WHAT YOU DID LAST SUMMER - UNDERSTANDING THE HUMAN CONTEXT OF

15:45 - 16:30 CYBER-SECRETS THROUGH ARTIFICIAL INTELLIGENCE HiIZ AL

The story is about “cyber-secrets” we will be unable to protect 75% of in 2020.

CAN WE USE ARTIFICIAL INTELLIGENCE TO FIGHT CYBERCRIME PREDICTIVELY? PRESENTATION

16:30 - 17:00 Presentation will summarize experiences and lessons learned from 10 year of real time analyzing of the network traffic
based on Al techniques which help to detect indicators of compromise, advanced persistent threats.

17:00 - 17:40 CYBERSQUARE
17:40 - 17:45 Closing Remarks

19:30 - 23:00 NETWORKING DINNER
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Conference

8:00 - 8:50

9:00 - 9:10

9:10 - 9:25

9:25 - 10:10

10:10 - 10:55

10:55 - 11:15

11:15 - 11:45

11:45 - 12:30

12:30 - 13:00

13:00 - 14:00

14:00 - 14:45

EXECUTIVE’S VIEW ON CYBER RESILIENCE

DAY 11 APRIL 18
TRACK B

Registration
Conference opening

Opening Keynote VISIONARY PRESENTATION

Special Guest
Lightning Talks - SOLUTION CENTER OPENING

CRYPTOCURRENCIES: TRENDS AND CRIMINAL ABUSE PRESENTATION

Practical Benefits of Blockchain Technology | Use and Abuse of Cryptocurrencies | Cryptocurrency Ecosystem and its
Development | Opportunities and Challenges in Cybercrime

Coffee Break

THE CHALLENGE OF DOING CYBERSECURITY WITH THE BUSINESS PRESENTATION

Managing cybersecurity and data protection risks requires commitment, resources and assigning responsibility for enablement.
Senior management involvement is a fundamental requirement by approving policies and implementing performance
monitoring. As such, senior management needs to be periodically engaged with the results of up-to-date risk assessments and
incidents reports.

SMART EVERYTHING, HACK ANYTHING - INDUSTRY 4.0 PRESENTATION

This trend will be marked by huge security risks. Session will provide details about the threats and risks of Industry 4.0,
following the obsolete technologies used, the lack of processes and legislative requirements of NIS and CIP EU.

HOW SMART IS SMART? APPLYING PPT (PEOPLE, PROCESS, TECHNOLOGY) MODEL FOR
SMART CITIES CYBER RESILIENCE

PRESENTATION

The fundamental cyber security approach — people, process, technology — can offer a framework for smart city cyber resilience
model. Presentation is about the analyses, issues raised and possible solutions of this concept.

Lunch
PANEL DISCUSSION

Executives are being asked by boards to conduct assessments of the cyber maturity of their organizations. Learn what the C-
level suite executives have in mind from their vantage point when the cyber discussion enters the board room.

Moderator: Peter Beres | SOPHISTIT

Speakers: Ondrej Krehel | LIFARS
Charles Tango | ALTRIA
O'Shea Bowens | Novartis

14:45 - 15:30

15:30 - 15:45

15:45 - 16:30

16:30 - 17:00

17:00 - 17:40

17:40 - 17:45

THE CHANGING INTERNATIONAL DATA PROTECTION AND DATA SECURITY
REGULATORY LANDSCAPE: FROM CANADA'’S DIGITAL PRIVACY ACT TO THE E.U.’S
GDPR

PRESENTATION

Whether you are a data security specialist, government enterprise or business, the sea change in various data protection and
data security regulations impacts hundreds of millions of people around the world. This session will explore the increased
pace of regulatory change and the impact, both good and bad, on data security and operational efficiencies as well as the
ways to work in an ever changing and balkanized legal landscape.

Coffee Break
PCI DSS IN CONNECTION WITH OTHER SECURITY STANDARDS AND REGULATION

PRESENTATION

The presentation will explain the role of PCI DSS in organizations together with its evolution. We will look in common
characteristics with other security standards like ISO 27001 (ISMS) and GDPR. Within the evolution of these standards and
regulation, we will look how they can connect together in a near future and how to be prepared to implement and integrate
them. PCI DSS should be well known for all organizations that are working with cardholder data in any way, for financial
institutions, for retailers, and many others. We will present current standard from technical and management point of view and
will provide use cases on implementation, such as banking environment, e-commerce, and ATM networks. We will show how
technology like encryption can be used to achieve compliance with all of mentioned standards at once.

HOW TO MOVE FROM COMPLIANCE TO SECURITY OPERATIONS CENTER

PRESENTATION

Overview of initiatives which can help your SOC to move forward and justify its place within your organization. Important focus
points from People, technology and governance perspective.

CYBERSQUARE

Closing Remarks

19:30 - 23:00

NETWORKING DINNER
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QuBit DAY 2| APRIL 19

Conference

TRACK A
8:30-8:50 Registration
8:50-9:00 House Keeping Notes from the Organiser

THE WEIGHT OF DEFENSE VISIONARY PRESENTATION

9:00-9:30  FE prevent and react to Business Email Compromise, data theft/ransom, and the insider threat.

DARK SIDE OF IOT 2.0 - lIOT PRESENTATION

9:30-10:00 What is the situation with loT big brother - lloT? How many cameras are out there accessible to anyone, how long doest it take
to get into heating plant remotely and what to do if your solar panel is hacked.

10:00- 10:20 Coffee Break
AUDITING SCADA/ICS - MYTHS AND REALITY PRESENTATION

10:20-11:00 This talk discusses the experiences and practices from an operational perspective of improving the information security
posture of an energy sector company.

]
_ REDUCING RESISTANCE - ADOPTING INFORMATION SECURITY IN THE ENERGY SECTOR PRESENTATION

of an energy sector company.
I

DECENTRALIZED LEGAL SYSTEMS, THEIR OPERATION AND COMPARISON WITH EXISTING
LEGAL SYSTEMS FROM THE POINT OF PERSPECTIVE OF ENFORCEABILITY AND SECURITY

11:00 - 11:30 This talk discusses the experiences and practices from an operational perspective of improving the information security posture

PRESENTATION

Presentation shall bring a new look at the traditional view of legal system and its effectiveness and security. The presentation
shall focus on our traditional views of law and its application and enforcement which is mainly centralized. We shall compare
our traditional system views with decentralized forms of law (including its decentralized existence and enforcement through
technologies), its decentralized application and possible effective use in the future.

WHAT ARE THE MOST EXASPERATING LEGAL TOPICS THESE DAYS IN THE FIELD OF PANEL DISCUSSION
CYBERSECURITY?

11:30-12:00

13:00 - 14:00 Moderator: Zuzana Motuzova | Motuzova & Lacko
Speakers: Primoz Govekar | ASCALDERA
Pavol Luptak | Nethemba

NERD - NETWORK ENTITY REPUTATION DATABASE PRESENTATION

14:00 - 14.30 Project Network Entity Reputation Database (NERD), introduced in this presentation, aims at gathering alerts from large
amount of such detectors and combining it with data from external sources (OSINT) to create a comprehensive database of
known misbehaving entities on the Internet.

A MACHINE LEARNING APPROACH FOR TRENDING MALICIOUS DOMAINS IDENTIFICATION PRESENTATION

In this presentation we describe a machine-learning approach based on user/computer profiles that is able to identify trending
malicious domains from Webproxy data. The main feature for the machine learning system is the information that the domain is

14:30 - 15:00 new for a given computer, i.e. the computer has not seen/accessed the domain before. When a domain is new for a large
number of computers in a short period of time we call it a trending domain and we demonstrate it has high chances to be a
malicious domain. The implementation of such a solution in a large organization with tens of thousands of computers does not
allow for a traditional database approach where we could store users/computers profiles in a database and process on the fly
all web traffic and quickly detect trending new domains.

15:00- 15:15 Coffee Break

HOW TO HACKING INCIDENT RESPONSE: YOUR CFO WILL THANK YOU PRESENTATION

Disconnect in response time, insufficient or unrealistic capabilities of technology, inadequate skills sets, and overall lack of

15:15-15:45 sufficient communication attributes to breaches. These occurrences highlight an issue of under-utilization of resources. How
do we ensure that communication throughout an organization isn’t totally dependent on the output of software, but rather on
the assessments and judgment of experienced information security professionals?

15:45-16:15 Closing Keynote

16:15-16:30 RAFFLE & CLOSING SPEECH

*Please do keep in mind that the schedule is subject to change.
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Conference DAY 2 I APRIL 19
TRACK B
8:30-8:50 Registration
8:50-9:00 House Keeping Notes from the Organiser

THE WEIGHT OF DEFENSE VISIONARY PRESENTATION

9:00-9:30 How to prevent and react to Business Email Compromise, data theft/ransom, and the insider threat.

DIGITAL FOOTPRINTS AND GDPR PRESENTATION

As a user of information and communication technologies, we leave more and more footprints and tracks of our activity in
cyberspace. These footprints are gathered, analysed, used for marketing, sold and can lead to our profiling or unambiguous
identification. This presentation will look at how GDPR will affect these activities across digital footprints. Is the impact of GDPR
really so extensive?

10:00- 10:20 Coffee Break

SMALL BOTNET BIOPSY PRESENTATION

9:30- 10:00

10:20- 11:00 Presentation shows the operation of the bot discovered by quick forensics on a client's web server, uncovers partially the C&C
server structure, shows the examples of the malicious code found during the investigation and outlines possible botnet
capabilities in the future.

I
_ HACKER'S SHOWCASE PRESENTATION

. . How easy is it to be hacked? What can we do today so that we don't find ourselves in the newspaper tomorrow? Presentation
11:00-11:30 : : :
contains demonstration of hacker attacks and selected advices how to prevent them.

CYBERSECURITY LEGISLATION — EU REGULATION AND PRAXIS IN SLOVAK REPUBLIC PRESENTATION

11:30 - 12:00 Why NIS regulation? How we deal with NIS in Slovak republic? Why alignment with other regulations was very important?
Where are we today? What was biggest challenges during the process? How we cooperate with private sector?

12:00-13:00 Lunch

CRYPTO-MINING: THE NEW FORCE BEHIND REMOTE CODE EXECUTION ATTACKS PRESENTATION

Remote Code Execution (RCE) attacks involving crypto-mining are gaining momentum. They've become attackers' new favorite
way to exploit vulnerabilities in web application source code, and are prevalent in over 88% of all RCE attacks. In this talk, we
will investigate the methods attackers use to infect vulnerable servers with crypto-mining malware, specifically how they exploit

13:00 - 13:30 RCE and insecure deserialization vulnerabilities to launch their attacks. We will analyze malicious crypto-mining programs,
beginning with simples scripts and up to state sponsored exploits, and see how attackers make money by tracing their actual
crypto wallets and mining pools. We will also explain why Bitcoin, the most recognized cryptocurrency, is the least desired
cryptocurrency in such attacks, and conclude our talk with a discussion about different mitigation approaches.

PRIVATE INTELLIGENCE PROTECTION OF CORPORATE CLIENTS IN THE VIRTUAL WORLD PRESENTATION

14:00-14.30 In this presentation, we want to bring you closer to the experience and possibilities of CSIRT teams in proactive gathering of
information and search.

ADDRESSING MEDICAL ECOSYSTEMS VULNERABILITIES IN INTERNET OF THINGS PRESENTATION

) ) Medical device manufacturing technologies like loT, Big Data, Cloud and Analytics have a lasting impact on how patients &
14:30- 15:00 providers experience healthcare. That is visible in the interaction, processing & sharing information across complex healthcare
ecosystems. Technology is fundamentally changing the way we collect and use our personal information.

15:00- 15:15 Coffee Break

SECURITY AWARENESS THROUGHOUT YOUR ORGANIZATION PRESENTATION

15:15- 15145 This presentation will focus on methods to approach employees and get their full attention during the security awareness

campaigns with high success rate in sending a message across.

15:45-16:15 Closing Keynote

16:15-16:30 RAFFLE & CLOSING SPEECH

*Please do keep in mind that the schedule is subject to change.




